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User Administration

With businessBridgePremier, Company Administrators and users with “System Administrator” entitlements
have the power to create and maintain additional online banking users (company users).

Key Points:
e Company Administrators are the primary contacts for the bank and company users.
e Company Administrators can assist additional company users with:
o Unlocking profile
o Resetting password
e When company users contact the bank for assistance, the bank may reach out to the Company
Administrator for authorization.

Last Login:07/23/2019 - 11:08 (Pacific Daylight Time) Alerts (] Approvals [l | Log OFf

S

EASTWEST BANK

businessBridge® Premier

DASHBOARD ACCOUNTS » PAYMENTS ~ TRANSFERS = CHECK SERVICES v REPORTS » ADMINISTRATION OTHER SERVICES =

MANAGE USERS 2 ADMINISTRATION Z Edit

. Use this page to make changes to user account information and permission.

MANAGE ©  RESET/EDIT [-]
USERS

® Users ® Account Preferences

® Login

Show All Search @ Password
Last Name & FirstName a UseriD a Entitlement & | Approver a Admin a User Status a | Action
Crowley James jerowley Custam Active

four user userfour Custom o Q Active
Lee Stephanie stephlee Custom o a Active

Lee Marc marclee Custom Active




Dual Control

Dual control helps prevent any one user from having complete system access with no additional oversight. Having a
minimum of two persons involved in a transaction ensures accuracy, and adds a layer of complexity to keep fraudsters and
internal employees from compromising your online banking.

Dual control can be implemented in a number of ways, utilizing a combination of system settings and company procedures,
depending on what works best for your company.

Dual control of User Administration will ensure that no user profiles and entitlements are created or altered without
concurrence from another authorized Company Administrator.

Dual Control of Templates will ensure that no templates are created or altered without involvement from at least two
individuals from your company. Enabling Dual Control for template maintenance means that you will have at least two sets
of eyes on every template that is added, or changes made, such as changes to dollar amounts, destination accounts, etc.

Dual Control of Payments will ensure that no funds are released from your accounts without input from at least two
individuals from your company. Enabling Dual Control for transaction approval means that you will have at least two sets of
eyes on every outgoing wire transaction (where the payment is going and appropriate payment amount).

When you consider the potential financial losses, business disruption, recovery time, and costs associated with
fraud, implementing security best practices and due diligence upfront is well worth the effort. To understand
actions you can take to safeguard and strengthen your business against fraud, consult your information security
team, refer to East West Bank’s security best practices, and continuously review current and new tools that become
available.

We're here to help. If you notice any discrepancy or require more information on fraud prevention, please contact
us at Global Transaction Services 888-761-3967.




Create a New User
Displayed options may vary depending on your company’s enrolled services and individual user’s access.

The following instructions are created utilizing our bank recommended dual control settings. Your company’s customized
security controls may differ. We are here to help, please feel free to contact us for a walk through.

= peome
businessBridge®Premier E“I
EASTWESTBANK

DASHBOARD ACCOUNTS » PAYMENTS + TRANSFERS = CHECK SERVICES ~ REPORTS v ADMINISTRATION = OTHER SERVICES

MANAGE USERS 2o ADMINISTRATION [# Edit

‘ Use this page to make changes to user account information and permission.

MANAGE @  RESET/EDIT [-]

® Users @ Account Preferences

Click on “Users” to proceed. * Login

@ Password

DASHBOARD ACCOUNTS = PAYMENTS ~ TRANSFERS « CHECK SERVICES REPORTS + ADMINISTRATION « OTHER SERVICES =
3. MANAGE USERS ER
'. Use this page to make changes ta user account information and permission *
USERS
Create a New User
Show All Search
Last Name A First Name & UserlD a | Entitlement & | Approver a ‘ Admin & User Status a ‘ Action
Crowdlay James jerowley Custom Active :

four usar usarfour Custom Q o Active . View Usar

Edit User >
Les Stephanie stephlee Custom Q 0 Active

Copy to New User

Lee Marc marclee Active

Or use “Copy to New User” to | Copyto Existing User
three = | qUickly copy existing access ctve
| from one user to a new user. 1

ong User userons Active n

Delete User >




Create a User ID.

Requirements:
Minimum of 6 characters, and case sensitive.

Example: “JanelLee”, the user will always have to enter
uppercase J and L to sign into the system.

CREATE MEW USER % Renuired Fu

v @ 0

Step 1 of 3 Use this page t* user contact information

User Status o Active O Imactive
User Narne * Enter Firdt Name
Enter the User’s first and last name.
bl Enter Last Name Select a Suffix -
Email Address Enter Email Address | Optional but
Recommended:
Enter the User’s email
Mobike Number United States (+1) Enter Mabile
address to allow the user to
Additian rhers D Secondary Phane Numiber receive email aIerts and
Cla utilize the “Forgot
Password” function.
Optional but Recommended:

Provide a mobile phone _

number to allow the user to
add text message alerts.

l Click “Next” to proceed.

CREATE NEW USER

00

Step 2 of 3 Use this page to add user login and credentials . . .,
Enter temporary password for first time login’s use.

Wser ID*  Enter UserID Requirements:
Minimum of 8 characters, alphanumeric, and case
sensitive.

Temporary Password = Enter Temporary Pasaword
Confirm Temporary Password = Enter Temporary Passward (7
Re-enter temporary paSSWOfd.
Default Language * Select a Language
BN BT
Select “English” as default
language.

Click “Next” to proceed.




The User has been created. Go to the Administration tab, select Users to now edit and establish the new users
access levels.

mn= I
businessBridge®Premicr =lil Adelia Vaca -
EASTWEST BANK
DASHBOARD ACCOUNTS~ PAYMENTS ~ TRANSFERS ~ REPORTS + ADMINISTRATION ~ OTHER SERVICES ~

MANAGE USERS 4 ADMINISTRATION [#] Edit

Use this page to make changes to user account information and permission.

MANAGE @ RESET/EDIT [-]
USERS
m ® Account Preferences
I ® Login

Show All Search @ Password
Last Name & FirstName a UserID a Entitlement & | Approver a | Admin a User Status a Action

1‘ MANAGE USERS + Create User E Print ? Help

Use this page to make changes to user acceount information and permission.

USERS

Show All Search .
Locate the user, click the dropdown
menu, and select “Edit User”.

Last Name & First Name a User D a Entitlement & |

DepositBridgePlus EWB dbpuser Full Active

Doe John johndoe Full o Active ﬂ
Perez Ricardo ricardo Full o o View User 5

QA Account Activity EWE ewbgaaccounts Full Edit User »
Copy to New User >
QA ACH EWE ewbgaach Full o
Copy to Existing User >
QA Bill Pay EWR ewbgabillpay Full
Delete User >
EDIT USER * Required Fieids (@) €@

Step 1 of 3: Use this page to modify user contact information

User Status Q hcive () nactive

User Name * John Enter Middle Name
* Doe
Step 1 of the Edit User process will
Email Address john.dow@BBPremier.com . “ ”
appear. Click “Next”.
Primary Phone Number United States (+1) 555-555-5!
Mobile Number United States (+1) B
Additional Numbers D Secondary Phone Number

[ rex

exe



EDIT USER Step 2 will allow you to modify the

user login and credentials. Click
Step 2 of 3: Use this page to modify user login and credential “Next”.

User ID * johndoe

Default Language * English

Check the “System Administrator”

box to allow the new user to create
and manage Users.

Select “Custom” and proceed to click on “Set
Approvals” to determine the types of activities this
user can authorize.

EDIT USER

Step 3 of 3 Use this bage to modify security privileges

Or select “None” to prevent the user from approving

Security Level D System Administrator
transactions.
Approvals O MNone o Custom
Set Approvals
Povment Limits O Unlimited o Custom
Access Schedule o Unlimited O Custom
User Entidements () None O csom () Fun @ viwru



Define the user’s specific approval privileges.

In this example, the user can only approve templates.

SET APPROVALS

Set All

US ACH

Checking items under “Payments

Approver” column will allow the user to
approve the payment instructions ual (Interne...
created by others within the company. S
This is the last reviewer of the payment =~ pmaBusines
prior to submitting to the bank i e
processing.

UsD Wire

BookWire

International Wire

US Federal Tax

TRANSFERS

CHECK SERVICES

O

an ]
L]

Checking items under the “Templates Approver”
column will allow the user can approve templates
created or edited by others within the company.

, Payments Approver =~ Templates Approver

an ]

(< I <

Payments Approver ~ Templates Approver

Al D

U
U
U
L]

An D

(<)

Continue to review each
section.

<

(<

—
Submit
“ _ Click “Submit” to proceed.




EDIT USER * Requred Ficlds (@) €@

Step 3 of 3 Use this page to modify security privileges

Security Level D System Administrator
O o Select “Custom” and proceed to click on “Set Limits” to
Approvals None Custom . e .. .
input additional thresholds (sub-limits) for this user.
el If “Unlimited” is selected, the user would not be

restricted by sub-limits.

Poyment Limits () unlimited O csom

Access Schedule o Unlimited O Custom

User Entitlements O Mone ° Custom O Full e View Full

The following fields and options define a user's customized limits for transactions and approvals.
In this example, the user can create and approve multiple transactions but each transaction cannot exceed $100.00. If
a transaction is over the indicated thresholds the user cannot create or approve the transaction.

SET CUSTOM LIMITS (7 W x]

10 authority X

Define the maximum amount for the

corresponding transaction this user D sendara Define the approval limit for the
can create. corresponding transaction.
SD

US ACH ¢ i (-]
Transaction Approval Daily Cumulative
SET/ REMOVE ALL 100.00 100.00
Collect fi Individual (I 100.00 100.00 . . .
A R Defines a cumulative maximum
Pay Child Support | | 10000 —— amount the user can process in one
day.
Pay/Collect from a Business 100.00 100.00
Pay/Collect from an Individual (wr... 100.00 100.00

USD WIRE _—— O

Continue to review each section.
TRANSFERS (+]

Click “Submit” to proceed.

10



EDIT USER * Requred Ficlds (@) €@

Step 3 of 3 Use this page to modify security privileges

Security Level D System Administrator

Approvals O None o Custom

Select “Custom” and proceed to click on “Set Access” restrict
user from signing on during specific periods of the day.
Famed)  If “Unlimited” is selected, the user may access the system on any
day at any time.

v

Access Schedule o Unlimited O Custom
User Entitlements O None ° Custom O Full e View Full

! Click “Submit” to proceed.

Select “Custom” and proceed to click on “Save” to continue.
If “Full” is selected, the user automatically has full access to all

current and future new accounts, functions, and service
entitlements.

@ Successful Submit - i
User userfive modified successfully. s it
Click “Custom” to proceed.

EDIT USER - CUSTOM ACCESS (7 ]

H " ”
. ( l Click “Set Account Access” to proceed.
Functional Access
Data Service Access

“
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EDIT USER - SET CUSTOM ACCOUNT ACCESS Q9

Show All Search
Account Nickname & Account Number Access Level a | Custom Status
Set All v e
Commercial Loan Full 0 Full Access Set
—
DDA _Inclearing66 Custom ul
Select access level for each account.
Full
XYZ Operating 0 Cu
None Custom — Customize the type of functionalities
XizOpetating? @ <4 the user can transact from the specified
1 account.
XYZ Money Market Custom ° Cus
| Full - All functionalities associated with the

¥YZ Residual Custom Cus . .
R @ account is available to the user.

e Cus

None — User will not have access.

rCIick “Set Custom Access” to proceed.

Thow 100 ¥

“

The following options define the types of functionalities and transactions that can be performed from the
specified account.

Select the types of activities this user
can perform with this account.

SET CUSTOM ACCOUNT ACCESS

XYZ Operating

INFORMATION REPORTING e

PAYMENTS e

Pay/Collect from a Business

CHECK SERVICES °

Account Activity Check Inquiries

Current Day Transactions Pay/Collect from an Individual {writte... Stop Payments

CECJC I <

SRR
BRI [ Gg—

Current Day Balances Bill Payments Image Search or ltem Imaging
Prior Day Transactions Book Wire ESTATEMENTS e
Prior Day Balances International Wire Transfers eStatements
USD Wire
Internal Transfers
XYZ Operating2 0
XYZ Money Market Continue to review entitlements for each (+)
account.
XYZ Residual o

XYZ Payroll

| Click “Save” to proceed.

“
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EDIT USER - CUSTOM ACCESS

Account Access

Functional Access

Data Service Access

Set Functional Access <

L7l

Set Account Access

l Click “Set Functional Access” to proceed.

Set Data Service Access

“

EDIT USER - SET FUNCTIONAL ACCESS 9 0
SERVICES (-]
. View Only View & Trgs'.s.quH
= i =02 Grant the user “No Access”,
o o “View Only” Access, or the
Account Reparting oy .
: capability to “View &
Check Services O O o Transact" .
PAYMENTS & TRANSFERS e
_ _ In this example, the user is
Mo Access Wiew Only View & Transact
O O 0 set-up to:
All Al Al . e e
e Review account activities
. o O o e Submit Stop Payments
and other check related
et O O o activities
Templates O O o ° Restricted from ACH
— o ) o e Entitled to access ere
Templates, ACH, Wire
i O o Payments, Internal
PAYMENT SERVICES (—] Transfers, and Bill Pay
S - e Entitled to all Payment
—e) w0 Services
Payment Export O o
Fayment lmpory O o
BUSINESSTRAINING CENTER O o
DISBURSEMENTERIDGE O (o)
BUSINESSBRIDGECHINA O o
LOCKBOX O o
BepasitBridgePhiss D (o) . . .
For RDC Users: This will allow Single
bl O o Sign On to depositBridge®Plus
positivePayPhues O o

A

1 Click “Submit” to proceed.




EDIT USER - CUSTOM ACCESS Q9

Account Access Set Account Access

——

Click “Done” to proceed.

Functional Access Set Functional Access

Data Service Access Set Data Service Access

s “

EDIT USER - CUSTOM ACCESS (7 x]
Successful Submit
Functional Entitlements successfully updated

Account Access Set Account Access

Functional Access Set Functional Access

Click “Done” to proceed.

Data Service Access Set Data Service Access

it m i

Single Sign On to depositBridge®Plus

For customers who are using our depositBridge®Plus — Remote Deposit Capture product, effective March 7,
2022, users can access depositBridgePlus via Single Sign On. To allow this, the user’s profile must be updated to
include the depositBridge®Plus User Identifier (Username).

NOTE: The Remote Deposit Capture User Profile and Username must be created in depositBridge®Plus before
entering it into the businessBridge®Premier User profile.

Go to the Administration tab, select Users to edit user’s profile.
=
]

businessBridge®Premier Adelia Vaca -
EASTWEST BANK
DASHBOARD ACCOUNTS = PAYMENTS + TRANSFERS + REPORTS ~ ADMINISTRATION ~ OTHER SERVICES ~
J MANAGE USERS 2o ADMINISTRATION [Zl Edit
‘ Use this page to make changes to user account information and permission.
MANAGE ©  ReseTEDIT (-]
USERS
® Users ® Account Preferences
[ ® Login
Show All Search ® Password
Last Name & First Name & UserID a Entitlement Approver & | Admin User Status a Action

14



MANAGE USERS + cestevser g et P b

Use this page to make changes to user account information and permission.

USERS

Show All Search

e o e o e wvome . | Locate the user, click the dropdown
menu, and select “Edit User”.

DepositBridgePlus EWB dbpuser Full

Doe John johndoe Full o Active

Doe Jane janedoe Custom Active n

Perez Ricardo ricardo Full o 0 View User 3

QA Account Activity EWE ewbqaaccounts Full Edit User >
Copy to New User >
QAACH EWB ewbgqaach Full o
- Copy to Existing User >
EDIT USER * Required Fieid: (@) €

Step 1 of 3: Use this page to modify user contact information

User Status o Active O Inactive

User Name*  Jane Enter Middle Name

—

Step 1 of the Edit User process will

Email Address Jane.Doe@BBPremier.com appear. Click “Next”.
Primary Phone Number United States (+1) 555-555-5555
Mobile Number United States (+1) RS
Additional Numbers D Secondary Phone Number

] Fax

ot

EDIT USER Step 2 of the Edit User process will
appear. Click “Next”.

Step 2 of 3: Use this page to modify user login and credentials

User ID * johndoe

Default Language * English

“

15



EDIT USER * Required Ficls: @) €

Step 3 of 3: Use this page to modify security privileges

Security Level D System Administrator

Approvals o MNone O Custom
Unlimited O Custom

Step 3 of the Edit User process will
appear. Enter the “User Identifier”

from the depositBridge®Plus system.
None - Full @ veru

SINGLE SIGN ON SERVICES (-]

depositBridgePlus Not Enroll%

User Identifier * 2??4janednal

Payment Limits

User Entitlements

Access Schedule o Unlim

Click “Save”.

@ Successful Submit
T : Manage Users
User janedoe modified successfully.

A Successful Submit Banner will appear.
The User can click on the depositBridge®Plus link under the Check Services tab.

=
businessBridge® Premier ="l Jane Doe ~
EASTWEST BANK
DASHBOARD CHECK SERVICES = REPORTS +
() DASHBOARD = BRSNS BBl 4 vansgewidgers € restore P elp
MANAGE (-] =
ACCOUNT BALANCES ! o depositBridgePlus SHORTCUTS O

depositBridge®Plus will launch:

ﬁ EASTWESTBANK  deposicB3 ridgc®P[m

4  Administration Research Reports  Help -

Welcome Jane Doe

Today is 2/17/2022 at 11:55:49 AM! 27T4JANEDOE, your last legin was on 2/17/2022 at 11:55:49 AM
“You made your last deposit for $0.00 on UNKNOWN at Unknowm (Processed on UNKNOWN).

For any additional information, please call 838-761-3967. email us at EWBB@eastwesthank.com, or visit
us at our website www.eastwestbank.com

Thank yout

16



Your new user profile may need to be approved; please refer to the “Approving a User Profile”
section of this user guide.

,. MANAGE USERS + Create User E Print ? Help

Use this page to make changes to user account informatien and permission.

USERS

Show All Search

Last Mame & First Name a UseriD a Entitlement & Approver a Admin . User 5tatus .« Approval Status . | Action
4 VIEW LASTMODIFEDBY

Crowley James jorowiley Custom Active Approved u

five user userfive Custom Q Active Pending Add Approval u

five user usersix Custom Active Pending Add Approval u

four user userfour Custom Q Q Active Approved u

Lee Stephanie stephlee Custom Q Q Active Approved u

17


https://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&ved=2ahUKEwjXpqHwx9jiAhWEtZ4KHSIDCb4QjRx6BAgBEAU&url=https://www.vectorstock.com/royalty-free-vectors/exclamation-mark-red-vectors&psig=AOvVaw1O7Dt9ex2qNWioZJm9PvuE&ust=1560037809410925

Approving a User Profile
Dual control helps prevent any one user from creating or altering user entitlements with no additional
oversight.

n=
businessBridge®Premier E“l
EASTWEST BANK

DASHBOARD ACCOUNTS v PAYMENTS ~ TRANSFERS ~ CHECK SERVICES + REPORTS = ADMINISTRATION + OTHER SERVICES +

1‘ MANAGE USERS 25 ADMINISTRATION [# Edit

Use this page to make changes to user account information and permission.

MANAGE @  RESET/EDIT (-]
® Users ® Account Preferences
® Login

Click on “Users” to proceed.

® Password

MANAGE US ERS + Create User

. Use this page to make changes to user account information and permission.

—
E Print ? Help

USERS

Show All Search

Last Name & First Name a | UseriD a | Entitlement a | Approver a | Admin & | User Status & | Approval Status A | Action
VIEW LAST MODIFIED BY o

Click on the pending approval status to proceed.

Crowley James ” - e ﬂ

five user usersix Custom Q Active Pending Modify Approval u

five user userfive Custom 0 Active Pending Add Approval ﬂ

four user userfour Custom o o Active Approved u

Lee Stephanie stephlee Custom o Q Active Approved u

Lee Marc marclee Custom Active Approved u

18



19

Review the entitlements to ensure appropriate access is allocated.

j. APPROVE USER CHANGES

USER INFORMATION

Lot Slalus

Unser Marre

Ermaid Acddrens

Mulsle Nomber

U 10

L lmad L Latrnguiss

ACCESS LEVEL

Lwrurily Lerowl

Appruwy

P ayrmaed Lirmils

Avcwn Sthsdule

2

)

nied Shalses {471 23455 TR0

ERLLISH

ayulam Adrrenedralor - ko

ACCOUNT, FUNCTION AMD DATA SERVICE ENTITLEMENTS

Lhaar Enbilmrrmarnis

Artuued ALt

Pt Ll Arcss

Latla Sarace Arcw

ADDITIONAL INFORMATION

Slalus

Laa Bl Frwr

Cumlom

Wit Bebtniiril Abtass

Ve Functiona| Acws

Fardirig Ak Approrval

klucrgiS gty

@ Successful Submit
Pending changes for user userfive have been approved.

Euddicalions o Revaws

Euddicaliong (o M s

Buddicalians lu Mewaw

I Click “Approve” to proceed.

v
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