iE X IR AT
EASTWEST BANK

HONG KONG BRANCH
Incorporated with limited liability under the laws of California, United States of America

businessBridge® Direct HK
Business & Technical User

User Guide

1 April 2022




2

Contents

L0 A =T o= PP PP PPPPROPPRR 3
BUSINESS USEI OVEIVIEW ..ciuiiiiiiiiiiiii ittt e ba e s s a s e s s b e s e s s aba e e s s sabasessanas 3
UL Yl Y0 0 1= ) £SO PPP 3

FULUIE Dated PaymMENnts .. .uiiii ettt sttt e et e e s te e e s st e e e e s bee e e e sabeeeeesabeeeesnaseeessnnsens 3
PAYMENT LIMIt ettt ettt e e e s e st r et e e e e e s e s aabe b et e e eeesssunbebaeeeeeesasannneneeeeenssanannns 3

e E DT YT YA =Y UL SRS 4
INAIVIAUAL PAYMENT STAtUS ..ieiiiiie ettt et e e e e et te e e e e bt e e e e s ate e e e s abaeeeesabeeeeesaseeeeennnens 4
SECUNITY BOST PraCliCeS ...eeeieiiiiieiieee ettt ettt e e e e e sttt e e e e e e s aabee e e e e e e s s e asnbetaeeeeeesaannneaeaeeeenss 4
Email Request Verification and ProCEAUIES..........cviiiiie et ecee ettt ee e et e st e e st eesat e e sateeesaeesnteesnaeesnseenns 4
TeChNICAl SUPPOIT USEI OVEIVIEW....cccuuiiiiiiiiiieeeeiieee e ettt e e ettteeesiveeeseataee e s abaeesaasaeeeassaeeeessaeesasseeesansseeesensseeeesnnsens 5
SErvices reqUIred 10 D8 SETUD ..uvii it e s e s et re e e et e e e e eabae e e e nbree e e nraeeeennees 6

SSH Certificate Verification ........cociiiiiiiiieee e e e e 6

FTP Pickup Service - s/FTP connection to the Bank..........c.cocveeeerieeieeceee e 6

Services OptioNal t0 D SELUP.....iii i e e e e s e ree e e e nees 7

7 L NSV 3ol o = oV PSSR 7

FTP Delivery Service - s/FTP connection from the Bank........cc.cceceeveeiieeeirienreeneeeeeceecreeveeeveeeneens 7

LT o T3 T 1 Ao V- PSP 7

SaMPlE PaymMENT File TOSTING ..eiiiiiiiiiiiiiee ettt e s e e s st b e e e s sbbeeesssneeessnreeessnssenens 7
Payment File SPeCITICAtiONS ......cceiiiiiieiciee et e et e e e e e e e e e ate e e e et ee e e s nteeeeeanees 7
Information Reporting File SPeCifiCations ........ceiiiciiii i 8

Sample of FTP Client Connection and Payment File Transfer........ccccevicieiicciiee e 9

TErms & Other DEfiNIIONS ..c.ei ittt ettt et e et e e s bt e sheesatesabesabeeabeesbeesaeesaees 11

April 2022



Overview

businessBridge® Direct HK (BBDHK) is a service that allows the bank to process payments directly from your
company’s accounting system without requiring the use of online banking. This secure service automatically
processes wire transfers and returns acknowledgments of completed transactions. Additionally, this service
provides prior day balance and transaction information for inclusion in your company’s accounting system.

This guide includes two sections: one for the business users, and the other for your technical support users.

e Business User
Information for the user of the Company accounting system who submits transactions.

e Technical Support User (Page 5)
Information for technical support staff to configure s/FTP, establish and test file transfer connections,
create approved transaction files, and retrieve Company account information.

Business User Overview

The business user creates wire transactions through the company’s accounting system. The company’s
accounting system sends transactions and receives acknowledgments and account information through
businessBridge® Direct HK automatically.

Regular Payments
There are three wire payment types that can be submitted and processed in real-time. However, for a wire to
be processed the same day, it must be created before the cutoff time.

Future Dated Payments
Payments may be created and scheduled in advance for processing on a future processing date. If payment
involves a currency exchange, the rate applied will be the rate on the processing date of the payment.

Wire Transfer Types Cutoff Time Future Payments # Calendar days in
Advance

Internal Transfer Payments scheduled for
Cross Border Transfer 2:00pm HKT dates in the future are called 45 days
Local payment (RTGS or FPS) “future dated payments” and
International Payment (TT) will be processed on the

scheduled value date

(“processing date”).

*For country payment requirements, please refer to our “Country Payments guide.” To obtain a copy of the guide or
additional information relating to our Cross-Border capabilities, please contact us at CustomerCareHK@eastwestbank.com.

* Some currencies may be delivered the business day after the payment instruction is received by the bank. For details of
currency pay date, please contact us at CustomerCareHK@eastwestbank.com.

Payment Limit

You have the flexibility to set payment limits and transaction counts according to your business needs. Different
payment limits can be set on different payment types within the Company level, User level and Transaction
level.
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File Delivery Status
The following messages will be sent either by email or file delivered by s/FTP to indicate the file transmission
status.

File Status Definition

Successful The file was successfully received by the bank for further
processing.

Rejected The file was rejected by the bank, either due to incorrect
file type or unauthorized company.

Individual Payment Status
The following messages will be sent either by email or file delivered by s/FTP to indicate the progress of each
payment.

Payment Status Definition
Delivered Received by the bank and is awaiting processing.
Rejected System or bank operations has rejected the payment and may need additional

information to complete the payment. Please call Customer Care at (852) 2218
9010 to resolve the issue.

Pending Processing will occur:
e On afuture “value date,” or
e Status will update upon completion of the payment

Note: This information will be available on the Daily End of Day report.

Completed Transaction has been completed and confirmed. Confirmation number will be
included in the message.

Security Best Practices

With the increase of cybercrime and fraudulent activities, you cannot rely on a single system or service to
effectively mitigate against transactional and online fraud risks. We urge our customers to adopt risk mitigation
best practices such as multiple layers of security, refined operational procedures and system controls, and other
security software to achieve higher levels of security protection.

Visit our Security and Protection section on our website for more best practices:
https://www.eastwestbank.com/en/privacy-and-security/online-security-information

Email Request Verification and Procedures

Business Email Compromise is an exploit scheme in which the fraudster gains unauthorized email access and
requests payment. The request may look authentic from a bank, government agency, business partner or your
company’s executive, but the instructions route the funds to the fraudster.

Fraudsters may also alter original email instructions for payment, causing the funds to be rerouted to the
fraudster instead of the intended beneficiary. Be cautious of emails that press urgency and secrecy. Look for

slight variations in email addresses and subtle request discrepancies.

Call the email originator at a known previously documented number (provided outside of the email) to confirm
payment instructions are accurate.
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To learn about risk management tools available to you, please visit the Security and Fraud Prevention section on our
website at https://www.eastwestbank.com/en/small-mid-size-businesses/security-fraud-prevention. For immediate
support or to report any discrepancies, email us at CustomerCareHK@eastwestbank.com or call us at (852) 2218 9010.

Technical Support User Overview

A technical support user is necessary for the set-up, configuration, and ongoing company support for
businessBridge® Direct HK (BBDHK). The BBDHK implementation process is jointly configured between the
company’s technical team and East West Bank Hong Kong (EWB HK) support team.

Several steps are involved before files can be securely and successfully transmitted for processing. The timeline
for completion depends on the development of standard payables files and the availability of teams for set-up,
testing, and conversion to production.

The general process for BBDHK service setup is summarized in the table below. Execution details will vary
depending on the subscribed services.

businessBridge® Direct HK Set-Up Process Client’s Company East West Bank

Technical Implementation
Team Team

Test System Password / SSH Certificate Set-Up X X

Test s/FTP Set-Up * X

Testing s/FTP X X

PGP Key Exchange Set-up X X

Test File Transfers with PGP Key Exchange X X

Develop Payment Files* X

Test Payment Files Set-Up X X

Develop Information Reporting Files X

Test Information Reporting Set-up X X
Successful Testing

Production System Password Set-up X X
Production s/FTP Set-Up* X

Final Testing Production s/FTP X X
Payment Files — No Change X

Production Ready

* EWB HK will provide s/FTP configuration settings and standard file specifications. Company IP information is required for
whitelisting on EWB HK systems for enhanced security.

There are some security requirements for businessBridge Direct setup, and some that are optional depending on
your security preferences. The table below details the standard and the optional services.

Options for Secure Delivery Service Required or Optional
User Login — Password Verification Required

User Login — SSH Certificate (Must choose one)
PGP Key Exchange Optional

s/FTP Pickup — Connection to the Bank Required
s/FTP Delivery — Connection to the customer Optional

IP Whitelisting Optional
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Required services for setup

User Login - Password Verification

Password Management

The businessBridge® Direct HK service is a direct connection between the company and the bank which does not
require the user to login for each file transmission. System password set-up and reset is managed with the
support of EWB HK Customer Care. Once a password is set, it is maintained and managed by your company
within the respective s/FTP system and configuration.

Initial Password
Your company’s technical support member will work with an EWB HK support team member to create a

confidential password for s/FTP login, file pickup, and file transfers.

Important
We will never ask for the company password. Company users should safeguard their password in accordance

with bank and company guidelines.

If the Company password has been exposed or shared with unauthorized individuals, immediately call
Customer Care at (852) 2218 9010.

Password Change
EWB HK requires you to change your password every 180 days. For a password change, email or call Customer

Care and a bank representative will assist you.

Customer Care HK
CustomerCareHK@eastwestbank.com
(852) 2218 9010

User Login - SSH Certificate Verification

If you do not want to use a password for s/FTP login, you can choose to use the SSH certificate to connect to our
s/FTP server instead. EWB HK can help you enable this service. Your company technical support member can
work with our support team to install the certificate in our system. Email or call Customer Care for more
information or assistance with enabling SSH Certificate Verification.

s/FTP Pickup Service - Connection to the Bank

You will use the following s/FTP secure server settings to send payables files to the Bank (required). The same
server settings will be used if you opt to receive the payment acknowledgements/confirmations and
information reporting file(s) from our FTP server.

Configuration Setting

Domain eastwestcert.olbanking.com (Test)
eastwest.olbanking.com (Prod)

IP Address 198.167.0.162 (Test)
198.167.0.62 (Production)

Connection Type SSH

Login ID ComplD@UserID

Password User Created Password

Port 22
(*This is to ensure the connection between your FTP client
to our FTP server is secured)
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Optional services for setup

PGP Key Exchange

You have the option to setup a PGP key exchange for security and authentication purposes. Key exchange will
be completed during client onboarding. Please contact the Customer Care team for any technical questions on
the PGP Key.

s/FTP Delivery Service - Connection to customer

You can opt to receive the payment acknowledgements/confirmations and information reporting file(s) from
the Bank directly on your own FTP folder. To allow us to drop a file in your FTP folder, the following information
is required:

- Server Name

- Host URL

- FTP Server Username (Login ID)
- FTP Server User Password

- Directory (Optional)

- Expected File Name

General Settings

# Name
£
Host URL
* User Name

* User Password
Directory

# File Name Macro

Note: s/FTP connection is required for both FTP Pickup and FTP Delivery service. The same PGP Key used for file
pickup for the file delivery will apply.

[P Whitelisting

You can also provide the Bank a list of IP address(es) that you may use to connect to the platform. Once this
function is enabled, we will reject all files sent from the anonymous connection that are not from the IP
whitelist specified.

Sample Payment File Testing
A sample payment file must be provided to the bank to ensure compatibility and accuracy of file format for
successful payment processing.

Payment File Specifications

The following payment file types may be used:
e .CSV/Text - Comma Separated Value
e XML-15020022
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Detailed mapping specifications will be provided to the Company depending on selected file type.

For CSV file types, please refer to:
businessBridgeDirectHK - CSV Format FPS and Wire Payment File Specifications

For XML file types, please refer to:
businessBridgeDirectHK - ISO 20022 FPS and Wire Payment File Specifications

These user guides will be shared during client onboarding. You may also request it from our customer care
representative at any time.

Information Reporting File Specifications
The information reporting file type that is used to receive prior day balances and transactions may be either:

e BAI2
e .CSV/Text - Comma Separated Value
e XML/CAMT - 15020022

Detailed mapping specification guides will be provided depending on selected file type.
Please refer to the information reporting file format user guides for help.

For BAI2, please refer to:
businessBridgeDirectHK- Information Reporting File Specification

For XML/CAMT - 1SO020022, follow the below link to get standard file specification:
https://www.is020022.org/

For .CSV/Text, please contact Customer Care via CustomerCareHK@eastwestbank.com and we will
work with you on the file specification details.
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Sample of FTP Client Connection and Payment File Transfer

There is no restriction on which FTP tools you choose. You may use your own proprietary FTP Client tools to
connect to our FTP server. Below is the sample of using “FileZilla”, an open-source FTP client tool, to

demonstrate the FTP connection and push a payment file to our end.

e Connectto s/FTP. Enter Host, Username, Password and Port. Select Quickconnect.

filezilla

File Edit View Transfer Server Bookmarks Help
- = = 5 o~
=CoRO L Tass
Ussmame: | 9@estuser | Password: [resewessa]| pert (22

198.167.0.162

Host:

t t t ¢t

Lozl s\[e:‘ Users\ANG arcia\DeskiopyH2H Mapping and Filesy v | Remole sile
I 1 H2H Mapping and Files ~
HZH Treining Docs
& HK Documentation
Holding Company
AT
imaaqes for fulfullfillment e
Filename Filesize Filetype Last modified A | Filename Filesize Filetype Lastmod.. Permis.. Ownerf..
S suecessful importjpg 259217 JPG File 2/25/2022 85820 AM Nat ponnected to any server
3% AUD Currency File.cs 215 Microsoft E.. 2/25/2022 53:14 AM
3 ~$ EWB_CSV_File_Format_Mapp. 165 Microsoft B, 3/24/2022 1:14:10 PM
B3 EwB_CSV_File_Format_Mappin.. 19,189 Microsoft .. 3/10/2022 11:08:12 AM
89 EWB_CSV_File Format Mappin.. 19,190 Micosoft . 2/10/2022 11:07.29 AM
G EWB_C5V_Filz_Format_Mappin 19,142 Microsoft £.. 3/7/2022 2:30:00 PM
[ Ihzheastwestbanktest® testuser.. 2,539 XML File 3/7/2022 105702 AM
[E] Hoheastwestbanktestd_testuser. 212 Text Docum.. 3/7/2022 10:44:15 AM
| SIhzheastwestbanktest 0 testus 2539 XML Fils 3/7/2022 T:41:39 AM
| H2hsastwestbanktes 2,342 XML File 3/7/2022 73821 AM ~
1155 files. Total size: 15,305,672 bytes Net aonnsctad
Server/Local file Dire.. Remote file Size Prio.. Status

| Successful transfers

Queued files Failed transfers

e Browse to the payment file you wish to send and move it to the relevant folder. Please be sure to drop your
payment file to the correct FTP folder. After dropping the file, status should be ‘successful’ if the connection

is normal.

sftpi//HZheastwestbanktest9%40testuser @198.167.0.162 - FileZilla

File Edit View Transfer Server Bookmarks Help

FERORO xVEaes
Password: |-------.. ! Port; /—

Quickconnect | ¥

Host | sito//198.167.0.1¢ Username: | est3@testuss

Server/Local file Dirz.. Remote file Size Prio.. Status

Tatus: File Transfer successful, fransterred 206 bytes in & seconds
Status: Retrieving directory listing of "/".,
Status: Listing directory /
Sttus Directory listing of "/* suceessful i mm—
Local site: | C\Users\ANGarda\Desktop\H2H Mapping and Files\ ~ |Remote site: | /
FCDDA wire mapping docs A B /
Fidelity FYXWIREIMPORT
FX
HZH Mapping and Files
H2H Training Docs
[E: HK Documentation ¥
Filename Filesize Filetype Last modified A |Filename Flesize Filetype Lastmod.. Permis.. Owner/.
LHAUD Currency File.csv Microsoft E... FXWIREIMP.., File fol.. 3/25/202.. drw-rw.. testuse..
[ ~$EWB_CSV File_Format_Mapp 165 Microsoft E..  3/24/2022 1:14:10 PM
@Y EWB_CSV File_Format_Mappin.. 19,189 Microsoft £.. 3/10/2022 11:08:12 AM
EWB_CSV File_Format_Mappin. 19,190 Micosoft E..  3/10/2022 11:07:29 AM
0Y EWB_CSV File Format_Mappin.. 19,142 Microsoft £, 3/7/2022 2:30:00 PM
wlh2heastwestbanktestd_testuser.. 2,539 XML File 3/7/2022 10:57:02 AM
|| H2heastwesthanktestd testuser.. 212 Text Docum... 3/7/2022 10:44:15 AM
lhzheastwestbanktest10_testus... 2,539 XML File 3/7/2022 7:41:39 AM
) H2heastwesthanktestd xml 2,342 XML File 3/7/2022 7:38:21 AM
|= SBBKWIRESTATUSUPD-202203.., 15 Text Docum.. 3/7/2022 6:41:45 AM v
Selected 1 file. Total size: 208 bytes 1 directory
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e If the file has been accepted by the H2H application, email or xml notifications will be sent you depending
on your subscription preferences.

Note: Notification messages vary depending on the payment type. The sample below shows the email
notification sample from a FX payment file.

File load successful notification:

10

East West Bank US - File Load Success
APP_APIServices PRD €y Reply %€ Reply Al | —> Forward
Fri 325/
Retention Policy 3 Year Delete - Inbox (3 years) Expires 3/24/2025
File Load Successful Validation
|@ EASTWEST BANK File Received Date Time (PST) Mar 25, 2022 08:42:53
Your financial bridge File Received Dats Time (UTC) Mar 25, 2022 15:42:53
Batch Id: 1580
Companyld: H2heastwestbanktest9
User Name: testuser
Message Id:
File Name: AUD_Currency_File.csv
File Type: Csv
File Size: 206 bytes
Upload Method: sFTP
Item Count: af
Status: In Progress
Transaction delivered notification:
Wire Transfer Status Change Notification - Delivered - 106169
K
APP_ APIServices PRD ) Reply | € ReplyAll | —> Forward
Fri 3/25/2022 8:46 AM
Retention Policy 3 Year Delete - Inbox (3 years) Expires 3/24/2025
Wire Transfer Status Change Notification - Delivered - 106169
@I EASTWEST BANK Report Date Time (PST) Mar 25, 2022 08:45:40
Your financial bridge Report Date Time (UTC) Mar 25, 2022 15:45:40
Transaction Number: 106169
Amount To: 200.00 AUD
Beneficiary Name: Radium Capital Pty Ltd
Confirmation Number:
Status: Delivered
Transaction completed notification with the Confirmation Number
Wire Transfer Status Change Notification - Completed - 106169
<
APP_APIServices PRD € Reply € Reply Al | —> Forward

Retention Policy 3 Year Delete - Inbox (3 years)

Expires 3/24/2025

Wire Transfer Status Change Notification - Completed - 106169

Fri 3/25/2022 8:55 AM

I EASTWESTBANK

Your financial bridge’

Report Date Time (PST)
Report Date Time (UTC)

Mar 25, 2022 08:54:33
Mar 25, 2022 15:54:33

Transaction Number: 106169

Amount To: 200.00 AUD

Beneficiary Name: Radium Capital Pty Ltd
Confirmation Number: FX10112

Status: Completed
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Terms & Other Definitions

Processing Date
The date East West Bank will process your wire payment. Some wire payments may be sent out on the next

business day subject to the bank’s funding arrangement with different currencies.
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